Managed Firewall/ @telecomm
IPSec VPN

In today’s world of prominent network attacks and security
breaches, every business is vulnerable. tw telecom has created a
solution to help protect your business. Our reliable, customizable,
and scalable Managed Firewall/IPSec VPN monitor and secure
your network to prevent the exposure of personal information
and gives you the peace-of-mind you deserve.

Network Based Network-Based Security
With tw telecom’s network-based firewall,
the security device is placed within our

central office. This solution provides

e lecom Cemr Ot — “clean from the cloud” bandwidth using
00000 Layer 3 Stateful Packet Inspection (L3SPI)
%%%%8 and allows tw telecom to remove
00000 unauthorized traffic from the public
D D D L] Internet before it even reaches your About
: ; connection. In addition, the added benefit
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of our network-based firewall is the extra
“Clean From the Cloud” layer of detection, alerting and mitigation
EEEr J from Distributed Denial of Service (DDoS)
e attacks.
CPE Based
CPE-Based Firewall Service
r T With tw telecom’s CPE-based firewall,
tw tslecom tw telecom tu elecom the security device resides at the

| | | customer’s premises providing L3SPI
and secure VPN (provided via IPSec

@w using DES, 3DES or AES encryption)

T functionality enabling point-to-point
data encryption. With our CPE-based
firewall service, your business is better
able to comply with mandated privacy
and/or security regulations.
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Business Benefits

Superior Service:

Increased Efficiency

Customizable

Secure:

WORKS WITH OTHER tw telecom SOLUTIONS Business Features

e Traditional and Ethernet Internet Access
* DDoS Mitigation Service
* \ersiPak Services

Thorough:

Installation:
24 x 7 x 365 Support:
Flexible:

Transparent:
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Please contact your sales person or account executive for more information.
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